MIpakTtnueckas padora Nel0

®OPMHUPOBAHUE JIEKTPOHHO-IIU®POBOM IMOAIMMUCHU
JJIA BAINUTBI ITPOI'PAMMHOI'O OBECIIEYEHUA U BA3 TAHHBIX

Heas padorsl. M3yunts npuHIMIE pabOTHl aITOPUTMOB I'€HEpAIMU U IIPO-
BEPKH DJIEKTPOHHOU IIH(POBOI ITOITHCH.

KpaTlme CBEC/ICHUSA M3 TCOPUHN

JuiekTpoHHasi nM¢poBast NOANNCH

IIpu oOMeHe 3JIEKTPOHHBIMH JOKYMCHTAMH IO CETH CBS3H BO3HHKAET IpPO-
OneMa ayreHTH(UKAIMK aBTOpa JOKYMEHTa U CaMOro JOKYMEHTa, T. €. YCTaHOB-
JICHUA IMOAJIMHHOCTH aBTopa u OTCyTCTBI/IH H3MeHeHHﬁ B l'lOJ'Iy‘-IeHHOM llOKyMCH-
Te. B 00ObuHON (OyMaXkHOH) MH(GOPMATHKE ATH MPOOJEMBI PEUIAIOTCS 3a CUeT
TOro, 4Tto I/IH(bOpMaLII/IS[ B JIOKyMeHTe u pyKOl’II/ICHaSI IoAIINCH aBTopa KECTKO
cBsi3aHbl ¢ pusznueckuM HocureneM (Oymaroii). B anekTpoHHBIX TOKYMEHTax Ha
MAIIMHHBIX HOCUTEJISAX TaKOW CBSI3U HET.

OnekrponHas mudposas noanuck (DLII) ucnonb3yercs ans ayrenruduka-
LIUH TEKCTOB, IEpPEeJaBacMbIX IO TEIEKOMMYHUKAIIMOHHBIM KaHaiaMm. OyHKIuo-
HaJIbHO OHA aHaJIOrM4Ha OOBIYHOW PYKONHMCHOM MOJIIKCH U 00JIa/laeT ee OCHOB-
HBIMH JIOCTOUHCTBAMHU:

— yIOCTOBEPSIET, YTO IMOMIMUCAHHBIA TEKCT MCXOAUT OT JIMI[A, TOCTABUBIIETO
MIOAIIUCE;

—HE JaeT CaMOMY 3TOMY JIMIy BO3MOXKHOCTH OTKa3aThCsi OT O0S3aTEIbCTB,
CBSI3aHHBIX C MOIMHUCAHHBIM TEKCTOM;

—TapaHTHPYET HEeNOCTHOCTh MMOAITUCAHHOTO TEKCTA.

Hudposas moamuce mpeacTaBiaser cod0il OTHOCUTENHFHO HEOOIIBIIOe KOINIe-
CTBO JIOTIOJTHUTENHHOM HU(PPOBOI HHPOpMAIIHH, TTepe1aBaeMOi BMECTE C MO/IIH-
ceiBaeMbIM TekcToM. Cuctema DI BkmrodaeT ABe mporenypsl: 1) mOCTaHOBKU
MIOAIIHICH; 2) MPOBEPKH MOANMUCH. B mporieaype moCTaHOBKY MOIIIICH MCIIONB3Y-
€TCsI CeKPETHBIN KITFOY OTHPABUTENST COOOIICHMS, B MPOIENype MPOBEPKU MO HU-
CH — OTKPBITHIH KITFOY OTTIPABUTEISL.

[puHIMTUIaTHHEIM MOMEHTOM B cructeme DI sBisieTcss HeBO3MOXKHOCTD TTOJI-
nenku DLIT moip3oBatens 6e3 3HAHUS €ro CEKPETHOTo KITIoYa MOIIHChBaHuL. B
KadecTBE IOATNMCHIBAEMOT0 TOKyMEHTa MOXET OBITh MCIOIB30BAH JIFO00H (paii.
[omnucanupiit (haiin co3maeTcs W3 HETOAMUCAHHOTO ITyTeM JOOABJICHUS B HETO
omHON Min OoJee 3IEKTPOHHBIX moamucel. Kaxkmas MOAMICh COAEPKUT Cleny-
IONIYI0 HH(OpMAaNHIo:

— IaTy TIOJIIVCH;

— CPOK OKOHYAHUS JEHCTBUS KIIF0Ya TaHHOH ITOMITHCH;
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—uHapopMarmio o sme, nognucasmemM aitn (O.U1.0., momKkHOCTH, KpaTKoe
HarMEHOBaHUE (DUPMBI);

— WJICHTU(HUKATOP MOANUCABIIEr0 (UMsI OTKPBITOTO KIII04a);

— coOCTBEHHO IM(POBYIO TTOIHCE.

Texuomnorus npumenenust cucremsl DI npeamonaraeT HaaIu4Ue ceTH ado-
HEHTOB, MIOCHUIAIONIMX JAPYT APYrY HOANUCAHHBIE SIEKTPOHHBIE TOKYMEHTHI. Jlyis
Ka)x1oro abOHEHTa TeHEePUPYETCsl Mapa KIIFoUeH: CeKpeTHBIM M OTKPBIThINA. Cek-
PETHBII KIIF0Y XpaHUTCS aOOHEHTOM B TaifHE W MCIONB3YeTCsl UM IS (hopMHpPO-
BaHus OUII. OTKpHITHIN KIIH0Y U3BECTEH BCEM JIPYTUM IOJIB30BATENSAM U MpeaHa-
3HaueH s npoBepku DI momydarteneM MOAMMCAHHOTO 3JIEKTPOHHOTO JIOKY-
MeHTa. MlHaue roBopsi, OTKPBITHIN KITFOY SIBIISIETCS. HEOOX OTIMBIM HHCTPYMEHTOM,
TO3BOJISIFOIIUM [IPOBEPUTH TOJIMHHOCTH JJIEKTPOHHOTO JIOKYMEHTa M aBTOpa
IIOAIIUCH. OTKprTBIﬁ KJIFOY HE ITO3BOJISCT BBIYUCIIUTH CerCTHLIﬁ KJIKOY.

Jnst reHepanyy mapbl KIFOYEH (CEKPETHOrO M OTKPBITOr0) B allTOpHUTMax
OUII, kak ¥ B aCHMMETPUYHBIX CHCTeMaxX NIM(POBaHUS, UCIOIB3YIOTCS pa3HbIE
MAaTeMAaTHUYCCKHUE CXCMbI, OCHOBAaHHBLIC Ha IMPUMEHCHHW OJHOHAIIPAaBJICHHBIX
GyHKIMHA. DTH CXeMBI pa3JessIFoTCsl Ha JIBe Ipymnibl. B ocHOBe Takoro paszzene-
HUSI JIEXKAT U3BECTHBIE CIOKHBIC BBIYUCIIUTEIIbHBIC 3a/1a4H:

— (hakTopu3zauuy (pazaoKeHHs: Ha MHOXKHTEIN) OOJIBIINX LETbIX YHCEI;

— IUCKPETHOr0 JIOrapU(pMHUPOBAHUSL.

Aaroput™m 3jekTpoHHOii nudposoii moagnucu RSA. IlepBoii u Hanbomnee
M3BECTHOM BO BceM Mupe KoHkpeTHoi cuctemoit DIIII crana cucrema RSA. Co-
IJIACHO 3TOMY alTOPUTMY, CHayajla HEOOXOIUMO BBIYHCIUTH Hapy Kitouel (cek-
PEeTHBINA KITIOY U OTKPBITHIM KiIrod). i 3TOro OTIpPaBUTENb (aBTOP) AIIEKTPOH-
HBIX JIOKYMEHTOB BBIUHMCIIAET ABA OOJNBIINX MPOCTHIX yKucia — P u Q, 3ateM Haxo-
qut ux npousBenenne N = PQ u 3nauenune ¢pyukmmu ¢(N) = (P — 1)(Q — 1). [la-
Jiee OTMPaBUTENb BeIUUCIsIeT uncno E u3 yenosuit: E < @(N), HOJ[E, o(N)] =1
u gucino D u3 ycmosmit: D < N, ED = 1 [mod ¢(N)]. ITapa dwcen (E, N) sBisiercs
OTKPBITBIM KJIIOYOM. DTy Hapy YMCEN aBTOp MEpeAacT MapTHEpaM IO MepEenrcKe
JUIsL IPOBEpKH ero Hu(poBbIX noxmuced. Yncno D coxpassercs aBTOPOM Kak
CEKPETHBIN KITI0Y IJIs TONHCHIBAHN.

JlomycTiM, 94TO OTHpaBUTENb XOUET MOANHcaTh coodimenne M mepen ero or-
mpaskoit. CHagana coobmenne M (61ok uapopManmH, daiin, Tabnuma) CKUMAIOT
¢ momornsio xanr-pyakirn h(M) B nemoe arco m: m = h(M). 3aTeM BBIUHCIIAIOT
(POBYI0 MOANMKUCH S TOA DIEKTPOHHBIM JTOKYMEHTOM M, HCHONB3ys XdII-
3HadeHme M u cekperHbiii kmoa D: S = mP (mod N).

[Mapa (M, S) nepenaercst mapTHepy-TIOIYHaTENIO KaK SIEKTPOHHBIN TOKYMEHT
M, noanucaHHbI HGPOBOH MOAMMCHIO S, MPUYEM MOANUCH S CHOPMHUpPOBaHA
obnamaTeneM cekpeTHoro kioda D.

IMocne npuema mapet (M, S) mony4aTensb BRIYKCIAET XOII-3HAYEHHE COOOIIIe-
Hust M nBymst pasHeiMu criocobamu. [Ipeke BCero OH BOCCTaHABIMBAET XOIII-
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3Ha4YeHHe M’, IpUMeHsst KpunTorpaduieckoe npeodpa3oBaHue MOAIUCH S C HC-
T0MIB30BaHMEM OTKpEITOro kmoda E: m” = SF (mod N). Kpome Toro, oH HaX0ZuT
pe3yNbTaT X3IMHUPOBAHMS MPUHATOrO coodmeHnst M ¢ moMomnpro TakoH ke Xa1i-
¢yuxmu h(M): m = h(M).

Eciu cob/Ir0/1aeTcsl PAaBEHCTBO BHIUMCIICHHBIX 3Hauenwmii, T. e. ST (mod N) =
= h(M), to mony4aresnp npusHaet napy (M, S) moanuHHON. J[0Ka3aHO, YTO TONb-
KO o0Jazmarens ceKpeTHoro kimoda D MoxeT chopMupoBaTh HUPPOBYIO TOAKCH
S mo mokymenty M, a onpenenuts cekperHoe yncno D mo otkpeitomy unciy E
He Jierde, 4eM pasnoxuth Moxyinb N Ha MHOkUTenu. Kpome Toro, MokHO cTpOro
MaTeMaTH4eCKH JI0Ka3aTh, YTO Pe3yNbTaT MPOBEPKHU HU(POBOI moanucu S Oyner
TIOJIO>KUTEJIBHBIM TOJIBKO B TOM CJIydae, €ClIU MPH BBIYUCICHUH S OBbUT UCIIONB30-
BaH CEKpeTHBIN K04 D, cooTBeTCTBYIOIMI OTKphITOMY Kitouy E. [ToaTomy oT1-
KPBITBIN KTt04U E MHOTrIa Ha3wiBatoT "uaeHTH(GHUKATOPpOM" TIOANKCABIIIETO.

K HemocraTkam anropurMa 3JeKTpOHHOM nudpoBoil nmoamucu RSA MoxHO
OTHECTH CJIeLyIolIee:

1 Ilpu Beramcnennu moayns N, xitoueit E u D st cucremsl 1iudpoBoit noa-
nucd RSA HeoO0X0oauMo MpOBEpsTh OOJBINOS KOIUYSCTBO OMOJHHTEIBHBIX
YCIIOBHH, YTO CJeNaTh NPaKTUYeCKH TPYAHO. HeBbImonHeHue m000ro u3 3TuX
YCIIOBHH JIeNIaeT BO3MOXHBIM (halibcH(UKAINIO HUPPOBOIA MOJIHUCH CO CTOPOHBI
TOr0, KTO OOHApy)XHUT TaKoe HEBBINOJIHEHHE. [IpH MOANMCAaHMH BaXKHBIX OKY-
MEHTOB HEJb3s AOMYCKAaTh TaKyI0 BO3MOXKHOCTD JIa’Ke TEOPETHYECKH.

2 JIns obecrieueHnst KPUIITOCTOMKOCTH 1M(poBoi noanucu RSA 1o otHorre-
HHIO K MONBITKaM (aibciu(uKaniy Ha ypOBHE, HalIpUMeEp, HALOHAJIBHOI'O CTaH-
mapra CIIA umdposanust uadopmarmu (anmroput™ DES), . e. 10™® Heobxomu-
MO HCTIONB30BaTh mpu Beruucienusx N, D u E nensie uncna He MeHee 2512 (wm
okomno 10" kaxoe, uto TpeGyeT GOTBIINX BHYUCIHTEIBHBIX 3aTPAT, MPEBBI-
mrarorx Ha 20-30 % BEMHCIHUTENBHBIE 3aTPaThl IPYTHX aJIrOPUTMOB HU(POBOI
TIOATIMCH NIPH COXPAHEHHHU TOTO XKe YPOBHS KPUITOCTOMKOCTH.

3 Hudposas noxmuck RSA ys3BuMa K Tak Ha3bIBAEMOH MYJTbTUILTHKATHBHOM
atake. lHaue roBopsi, anroput™ Iwdpooii noamucn RSA mo3Bosser npoTHBHU-
Ky 0e3 3HaHHS cekpeTHoro kimoda D chopmupoBath moamucu mox TeEMHU TOKY-
MEHTaMH, ¥ KOTOPBIX PE3YJbTaT X3MIMPOBAHUSI MOKHO BBIYUCIHTH KaK IPOM3BeE-
JICHHE Pe3yJbTaTOB XAIIMPOBAHMS Y)KE MOAMICAHHBIX JIOKYMEHTOB.

AaroputM 23j1eKTpoHHOH nmM@poBoii moamucu Iab Famansa (EGSA).
Haspanue EGSA npoucxomut ot cio EI Gamal Signature Algorithm (amropurm
mudposoit moamucu Db ['amans). Unes EGSA ocHoBaHa Ha TOM, 9TO It 000C-
HOBaHHUS MPAaKTUIECKOH HEBO3MOXKHOCTH (hanbCHPUKAIHA [HA(POBOH ITOMITHCH
MOXeET OBITh MCIONIb30BaHa OoJiee CIO0XKHAs BBIYMCIMTENbHAS 3ajada, 4YeM pas-
JIO)KEHWE Ha MHOXXHTENN OOJBIIOro IeJIoro 4rcia, — 3a/1a4a UCKPETHOr o JIora-
pudmuposanus. Kpome Toro, Onp ['amamo ymanoce n3bexaTh SBHOH cinabocTn
anroputMa IdpoBoii moanucu RSA, cBSI3aHHOH C BO3MOXXHOCTBIO TTOIIEIKH
rQpoBol MOAITMCH MO HEKOTOPHIMH COOOIICHUSME O€3 OIPENeIEHHs CEeKpeT-
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HOTO KITI0YA.

Jlsist Toro 4ToObl TeHEPUPOBATh Mapy KIM0UeH (OTKPBITBIA KIFOY — CEKPETHBIN
KJII0Y), CHayajla BBIOMpArOT HEKOTOpoe OOoIbIloe MpocToe Ienoe 4ucio P u
6omnbinoe nenoe unciao G, npuuem G < P. OrnpaBurens U moiydyarelb HOATIHN-
CaHHOTO JIOKYMEHTa HCIONB3YIOT MPU BBHIYUCICHHUAX OJMHAKOBBIC OOINBIIHE Iie-
neie gncna P (~10°® wm ~21%%) u G (~10"* umn ~2°'%), koTopEIe He ABISAIOTCS
CEKPETHBIMHU.

OrtmpaBuTtens BeiOHpaeT cinydaiioe menoe gyucio X, 1< X < (P — 1) u Bbruuc-
nsier Y = G mod P. Uucio Y sSBIISeTCS OTKPBITHIM KITFOYOM, HCIIOIb3YeMBIM UL
MPOBEPKH TMOAIUCH OTIpaBuTeNsS. YHUCIO Y OTKPBITO MepenaeTcs BCeM MOTEHIH-
AITBHBIM MONYYATETIM JTOKYMEHTOB. HHcmo X SBISETCS CEKPETHBIM KITFOUOM OT-
TpaBUTENIS JJIs TIONUCHIBAHKS TOKYMEHTOB U TOJKHO XPAaHUTHCS B CEKpETe.

Ji1st Toro utoGbI MoAMUcaTh coodiieHne M, CHavana OTIPaBUTENb XAUIUPYET
ero ¢ momotipko xanr-ysxnun h() B memoe gucao m: m =h(M), I<m< (P-1)u
reHepupyer ciydaiitoe resoe uncio K, 1< K < (P — 1) takoe, uro K u (P — 1) siB-
JISFOTCA B3aUMHO NPOCTBHIMH. 3aTe€M OTIIPAaBUTENb BBIUHMCILIET LIEJIOE YUCIIO a: a =
=G“mod P u, IIPUMEHSS pacIIMpPEHHbIH anroputM EBKinaa, BBIUUCISIET € I10-
MOIIBIO CEKPETHOro Kimtoua X 1enoe 9ucio b u3 ypasuerus m = Xa + Kb (mod
(P-1)).

ITapa aucen (a, b) obpasyer 1udpOByIO MOAMUCH S, TPOCTABIAEMYIO IO J0-
kymenTom M. Tpoiika aucen (M, @, b) nepemaercs momyuarento, B TO BpeMst Kak
mapa uncen (X, K) gepxutcs B cexpere.

IMocne mpuema mommucanHoro coobmenust (M, a, b) momyuarens momkex
MPOBEPHTH, COOTBETCTBYET J moAanuck S = (8, b) coobmennro M. Jlis atoro
MONTyYaTes b CHAYANA BBIUUCIISCT TI0 MPUHATOMY coobmuienuio M uucio m = h(M),
T. €. X3IHUPYeT NPUHATOE COOOIIECHHE.

3arem momydatens Beramcisier 3Hauernne A = Y2 @’ (mod P) u mpusHaer co-
obmenre M mommuHHbM, ecii A = G™ (mod P). MHaue roBops, mosydareisb
TIPOBEPSIET CIIPaBeLTHBOCTE cootHomenus Y2 a° (mod P) = G™ (mod P).

MOXKHO CTpOro MaTeMaTH4ecKd J0Ka3aTb, YTO MOCIEAHEEe PaBeHCTBO OyneT
BBITIONTHATHCS TOT/IA, M TOJBKO TOT/a, KOrja moanuchk S = (a, b) mox mokymeHToM
M momydeHa ¢ OMOIIBI0 IMEHHO TOTO CEKPETHOTO Kifoda X, U3 KOTOPOro OBLI
NOJTy4eH OTKPBITHIN KiTtod Y. Takum 00pa3oM, MOXKHO HaJIeKHO yIOCTOBEPHTHCH,
YTO oTHpaBuTeneM coobmieHuss M ObIT 00MagaTeb IMEHHO JAHHOTO CEKPETHOTO
KJIro4a X, He pacKpblBas NP 3TOM caM KIIOY, M YTO OTHPABUTENb ITOJIIHCAT
HUMEHHO 3TOT KOHKPETHBIH JOKyMEHT M.

BrimonHeHne Ka)xIon MOAMICcH 0 MeToay DIk ['amans Tpedyer HOBOro 3Ha-
yeHus K, mpudem 3To 3HaUEHHUE JODKHO BEIOMPATHCS CIIydaifHbIM obpa3oM. Ecim
HapyLIHUTENbh PACKPOET KOraa-ando 3HaueHue K, MoBTOPHO MCHONB3yeMOoe OTIIpa-
BUTEJIEM, TO OH CMOXKET PaCKPBITh CEKPETHBIN KITF0Y X OTIPaBHTES.

s mpumepa BoibepeM uncna P =11, G = 2 u cekpernsiii ximod X = 8. BrI-
YUCIAM 3HaueHHe OTKphITOro kmoua: Y = GX mod P = Y = 2% mod 11 = 3.
[Npenmonoxxum, 94T0 MCXOAHOE coodIeHrne M XapaKkTepu3yercs XdII-3HaYeHUEM
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m = 5. Jlnsg Toro 4roObl BEIYUCIUTH MUMPOBYIO MOAMUCH U cooOmenus M,
HMMEIOIIIETo X3II-3HaYeHue M = 5, cHavaja BeIOepeM ciydaiiHoe 1emoe yrcio K =
= 9. Yoemumcs, uro yncna K u (P — 1) sBrsitoTest B3auMHO IpocThIMU. JleficTBH-
teneHo, HOJI (9, 10) = 1.

Jlastee BeIYMCIISIEM DIIEMEHTHI @ ¥ b moamucu: a = G*mod P =2°mod 11 = 6,
ayeMeHT b onpesessieM, HCIONb3Ys PACIIUPEHHBIN anroput™ EBkitua:

m = Xa + Kb [mod (P —1)]. (D)

MMpum=5a=6,X=8, K=9, P =11 nonyqaem 5 = (6x8 + 9xb)(mod 10)
un 9xb = — 43 (mod 10). PemnB naHHOe MUHEHHOE ypaBHEHHE, MOayduM: b = 3.
[udposas moAnuck mpeacTaBIser codoii mapy: a =6, b = 3.

Janee ornpaBuTens mepefaeT NOANUCaHHOE cooduienue. [IpuHsB nmoanucaH-
HOE COOOIIEHUE U OTKPBITHIN KiMto4 Y = 3, moyyaTenb BEIYUCIISET XOUI-3HaueHHe
IUIst coobmieHns M: m = 5, a 3aTeM BLIUMCIISET ABa YUCIA:

1) Y?a” (mod P) = 3°x6° (mod 11) =10 (mod 11);

2) G™ (mod P) = 2° (mod 11) =10 (mod 11).

Tak kak 9T J1Ba LENbIX YMCIa PaBHBI, TPHHATOE TOJIydaTelleM COOOIeHUe
MPU3HACTCA IMOIJIMHHBIM.

Cxema Onp ['amansg sBisercs XapakTepHBIM IPHUMEPOM IOAXOIA, KOTOPHI
JOIyCKaeT IepechbUIKy cooduieHns M B OTKpbITOH (opMe BMeECTe C MPUCOEIH-
HEHHBIM ayTeHTH(HUKAaTOpoM (&, b). B Takux cimydasix mporeaypa yCTaHOBJICHHUS
HOUIMHHOCTH MIPUHATOTO COOOIIEHUS COCTOUT B MPOBEPKE COOTBETCTBUS ayTCH-
TU(HUKATOPA COOOIICHUIO.

Cxema mu¢poBoit moamucu Db ['amans uMeeT psi MPEeMMYIIECTB IO CpaB-
HEHUIO cO cxeMol nudpooii noanucu RSA:

1 Tlpu 3aaHHOM YpPOBHE CTOWKOCTH alNropuTMa HU(PPOBOI MOAMKCH LEble
YHCIIa, YJacTBYIOIIME B BBIYMCICHHAX, UMEIOT 3alich Ha 25 % Kopode, YTo
YMEHBIIAET CIOKHOCTh BBIYHMCICHUH MOYTH B JIBA pa3a U IO3BOJSET 3aMETHO
COKPaTHUTh 00BEM HCIIOIb3yeM O MaMSTH.

2 Ilpu BeIOOpEe MOmynst P m1OCTaTOYHO MPOBEPUTH, YTO 3TO YHCIO SBISAETCA
mpocTeM U uto y uncna (P — 1) mmeercss O0nbIIoil mpocTolt MHOXHUTENb (T. €.
BCErO J[Ba JOCTATOYHO MPOCTO MPOBEPSEMBIX YCIIOBHS).

3 Ipouenypa hopMupoBaHHS MOIIMHCH TI0 cxeme Db ['amans He MO3BOIseT
BBIYHCIIATH LU(PPOBBIE TOAIMCH 110 HOBBIMU COOOIICHUSIMHU 0€3 3HaHHUS CEeKpeT-
HOro Kiroda (kak B RSA).

Opaako anroput™m mudpoBoit moamuicu Db ['amMans uMeeT U HEKOTOPEHIE He-
JOCTAaTKH 10 CpaBHEHHIO co cxemoit moanucu RSA. B wactHOCTH, mmiHA mdpo-
BOW moamnucy nony4aercst B 1,5 pasa 6omnbine, 4T0, B CBOIO OYepeb, yBEITUINBACT
BpeMsI €€ BBIYHCIICHNSI.

Poccuiicknii cTanaapT 2J1eKTPpOoHHOH nudpoBoii moanucu. B poccuiickom
anroputMe nudpooi noanucy, onpenensiemom cranaaprom 'OCT P 34.10-94,
WCTIONB3YIOTCS CIIEAYIOLINE TapaMeTphI:
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p — OombIoe mpocroe yucio MIuHON oT 509 mo 512 mu6o ot 1020 mo 1024
our;

¢ — TIPOCTOH COMHOXHUTENb yncia (p — 1), uMeromuii umHy ot 254 1o 256
our;

a — mo6oe gucio, MeHbliee (p — 1), npudem Takoe, yro 8 mod p = 1;

X — HEKOTOpPOE YUCII0, MEHBIIIEE ¢;

y =a mod p.

Kpome Toro, 3TOT anroputM UCIOIb3yeT OAHOHATPABICHHYIO XOMI-(YHKIIHIO
h(M). Craumapt IT'OCT P 34.11-94 onpenensier Xaui-(hyHKIIHIO, OCHOBAHHYIO Ha
HCMONB30BaHUM CTaHAapTHOro cuMMeTpuuHoro ainropurMa ['OCT 28147-89.

[epBbie Tpu mapamerpa p, q U & SBJISFOTCS OTKPBITHIME U MOT'YT OBITH OOLIH-
MHU JUIs BCEX IoJIb30Bareneil cetu. Uncio X sBISeTCs CEKPETHBIM KrouoM. Yucio
Y SIBJISIETCSI OTKPBITHIM KITFOYOM.

YroObl MOAMHUCATh HEKOTOPOE COOOIICHUE 71, a 3aTeM MPOBEPUTH IMOIHCH,
BBITIOJHSIOTCS CIIEYIOIINE [ITarH:

1 IMonms3oBatens A reHepupyert ciydaiinoe yncio K, mpuuem K < (.

2 Tomb3oBatens A Beramcisier suadenus I = (8 mod p) mod g, s = {xr + k
[h(m)]} mod g.

Eciu h(m) mod ¢ = 0, To 3nagenne h(m) mod ( mpHHUMAIOT PaBHBIM EIUHH-
ue. Eciu 7 = 0, To BBIOMpAIOT qpyroe 3HaueHue kK 1 HAYMHAIOT CHOBA.

[u¢posas MOANKCH NpeCTaBIseT codoit aBa uncia: r mod 2°°° u s mod

[lonp3oBarens 4 OTHpaBISAET AT YHUCIA MOIH30BATEINIO B.

3 Ilonb3oBatens B mpoBepseT MONYYSHHYIO MOAIMCH, BBRIYUCIA IOCIEI0Ba-
tenpHO Bemmumubl V = h(m)*~ mod g, z; = (sv) mod q, z, = ((q — r)v) mod g, u =
= (aZl . yzZ mod p) mod q.

Ecnu U = 7, TO IOANUCH CUUTAETCS] BEPHOM.

Cremyer Taxke OTMETUTB, 4TO B JaHHOM craHnapte DLIII mapamerp  nmeer
JUTMHY 256 Out. 3amajHbix KpUNTOrpad)oB BIOJNHE YyCTpauBaeT ( JUITMHOM NpH-
Mepao 160 Out. Pasnmmume B 3HAYCHMSIX mapamerpa (| SBISETCA OTPaKCHHEM
CTpeMIIeHHUs pa3pabOTINKOB POCCHICKOTO CTaHIapTa K MONydeHHuto Oonee 6e3-
OIaCHOW MOATIHCH.

256
270,

IMopsiaok BHINOJIHEHUs PadOThI

1 VI3yuuTts KpaTKue CBEACHHS U3 TEOPUH.
2 Tlo mocneaneit uudpe mudpa u3 Tadmuns 1 He0OXOAUMO BHIOpATh CO00-
IICHUS, KOTOpBIE OYIyT MOABEPTaThCs MU(PPOBAHUIO.

Tabnuya 11 — UcxoaHbie cOO0IIEHUsT

Iapa- Tocnenusis mmdpa nmdpa

MeTp 1 2 3 4 5
m 5 7 9 11 13

Iapa- Tocnenusis nudpa mmdpa

6



MeTp 6 7 8 9 0
m 15 17 19 21 23

3 Ilo mpemnocnenuei mudpe mmbpa w3 TaOMUIB 2 HEOOXOAUMO BEIOPATH
KJIFOUU MH(poBaHus.

4 Tlo nepBoii nmudpe mudpa u3 TadIUIBl 3 HEOOXOAUMO BHIOPATEH MapaMETPhI
I pOBAHUSL.

Tabnuya 2 — Kmoun mmdgpoBanus

Tapa- Tpeanocnenusist udpa mudpa

MeTp 1 2 3 4 5 6 7 8 9 0
X2 2 11 9 6 13 11 12 11 6 9

Tabnuya 3 — TlapaMeTpsl AITOPUTMOB MNP POBAHUS

[Mapa- IlepBas udpa mudpa

merp 1 2 3 4 5 6 7 8 9 0
P3 6 12 16 15 13 11 9 7 5 4
Q. 13 7 5 7 8 9 7 11 13 11
Py 23 22 21 20 19 18 17 16 15 14
G, 5 7 9 11 12 10 8 6 4 2
K7 9 11 13 7 7 5 11 2 3 4

5 Cozpate DI i XEMUpPOBaHHOTO COOOIIEHHS M C MCIONB30BAHUEM all-
ropuTM™Ma!

—RSA ¢ napamerpamu P3, Q,.

—Onp lamans ¢ mapamerpamu Py, Gy, X, Ky

Coz[epmalme oTyeTa

1 Llenb paboTHI.

2 Ucxonnbie naHHbIE.

3 Pe3ynbTathl pacueTos.
4 BriBon 1o pabore.

KOHTpO.]'lLHBIe BOIIPOCHI

1 Maiite nonsitue kpunrorpaduu.

2 YTo OTHOCHTCS K KpUMNTOMIPa)UISCKUM METOIAM 3aIIUThl HHPOpMAIN?

3 B ueM npuHIUT aCHMMETPHYHBIX METO/IOB MU POBAHUS?

4 TloueMy acMMMETPHYHBIC METOJbI IH(POBAHUS HA3bIBAIOTCS KPUITOCHCTEMaMH C
3aKPBITBIM KIIFOYOM?

5 Yro Takoe 31eKTPOHHBINH TOKyMEHTO000POT?

6 ITpuemyIiecTBa 31EKTPOHHOTO JTOKYMEHTA.

7 DUII ¢ ucrionb3oBaHueM aiaropurma RSA.

8 DUII ¢ ucrnions3oBanuem aaropurma b ['amans.



